RFP Title: Cloud Based Disaster Recovery Services
RFP Number:  TCAS-2018-01-BH

[bookmark: _GoBack]Exhibit 6: Typical JBE Assets
LIST OF HIGH-LEVEL TECHNICAL REQUIREMENTS AND SYSTEMS/DATA CATEGORIZED BY RECOVERY TIME 

HIGH-LEVEL TECHNICAL REQUIREMENTS 
· TTR of 12 hours maximum
· Infrastructure (network, Active Directory (AD), Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP))
· Shared/combined storage (SAN, etc.)
· Virtual hypervisor/platform
· Backup solution/platform
· Wi-Fi
· Load balancers
· Reverse proxy
BUSINESS RECOVERY REQUIREMENTS (EXAMPLES OF SYSTEMS AND SERVICES) 
The tiers below align with the judicial branch Next Generation Hosting Strategy Workstream’s output, except in ways that clearly delineate how approaches to disaster recovery differ from hosting and uptime, given that all are interrelated and depend on one another for the reliability and protection of data. 
· TIER 1—HIGH priority; TTR (not considering disclaimers) of 12 to 48 hours maximum; and systems and services as follows: 
· VoIP
· Case Management Systems (CMS)
· Document Management Systems (DMS)
· File servers (holding judicial, executive, human resources, finance, and IT data and documentation)
· E-mail (systems dependent on e-mail, such as alert and public communication systems), Microsoft Office 365, and others
· Public website (hosted on-premises or offsite); important for a mechanism to broadcast information to the public and for the public to send or input data to the court; the portal at each court
· Electronic reporting, docket, and minutes
· Jury management system (JMS)
· Virtual private network (VPN)
· Electronic Probable Cause Declaration (ePCD)
· Electronic Search Warrants (eWarrant)
· Interfaces (interagency; some e-filing)
· Building access control (e.g., Identiv, Schneider Electric)
· Finance systems on-premises 
· Human resources systems on-premises, time card systems, Phoenix/SAP 
· Jury instructions 
· TIER 2—MODERATE priority; TTR (not considering disclaimers) of 48 to 72 hours maximum; and systems and services as follows: 
· Intranets 
· File servers (holding less- or moderately important data) 
· Print servers
· Building automation system
· California Courts Protective Order Registry
· CLETS
· Department of Motor Vehicles access, controls or interface 
· Other interfaces: various justice partners (e.g., Franchise Tax Board, Department of Justice, district attorney, police department, California Highway Patrol, sheriff, etc.) 
· Site control (elevator controls, door controls, etc.)
· Electronic transcript assembly tools/software
· Interactive voice response (traffic, jury, etc.) 
· Electronic signing product/solution
· Middleware 
· Reporting systems (not built into CMS, but standalone) 
· TIER 3—LOW priority; TTR (not considering disclaimers) of 168 hours maximum; and systems and services as follows: 
· IT tools and unique IT management systems (e.g., help desk, logging, controls, and network/system/application monitoring)
· Video surveillance
· Meeting systems (WebEx, Skype, etc.)
· Digital signage
· Queuing systems
· Mobile device management
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