RFP Title: Cloud Based Disaster Recovery Services
RFP Number:  TCAS-2018-01-BH
[bookmark: _GoBack]Exhibit 4: Medium Court Sample
Superior Court of California, County of Monterey
Current Services, Resources and Recovery Objectives

Court Network
The court network consists of four sites, two of which are hosting our datacenters.  Each datacenter has an 80Mb internet connection configured for High Availability and WAN links utilizing AT&T Switched Ethernet Service.


Priority 1 Services
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Virtual Hypervisor / Platform
Virtual Machines are typically hosted on a Two-Node Hyper-V Cluster (OS ranging from 2012 R2 – 2016) configuration that consists of (2) Physical HP Proliant DL360 Nodes equipped with 700GB Cluster Shared Volumes connected via Fiber Channel to a NetApp FAS2240-2 configured with 7-Mode.  A crossover is used as the heartbeat for the cluster, the remainder of the NICs are set up for DMZ, Corporate Network & Server Management.  There are (5) of these Hyper-V clusters at each datacenter.





Existing Backup / DR Platform
The Court’s primary backup solution utilizes Microsoft System Center Data Protection Manager 2012 R2 (DPM).  Backups are collected on disk in our Salinas datacenter with a retention of 14 days for Priority 1 data.  A secondary DPM host at our Marina datacenter performs bi-hourly syncs (During business hours) of the backup data for disaster recovery if our Primary site is lost.  In addition, backup data is also replicated to Microsoft Azure storage for recovery if both datacenters are lost.  Long term storage for court recordings is moved to Amazon Glacier storage with a frequency of 120 days.
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Supporting Infrastructure

Databases
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS
(2) virtualized Windows 2012 servers with SQL 2008 Standard installed used to host data for court sites and services.
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Active Directory
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS
The Court is currently running on Active Directory 2012 which syncs with Azure AD to support Office365 (DirSync), each site (Salinas, Marina, Monterey) has a host for Authentication, Internal DNS, DHCP & Shared Printers.  (2) Hosts are virtualized, (1) in Salinas which is our FSMO role holder is Physical.
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Public DNS
Priority 1: TTR 1-12 Hours
Dependencies: None
The courts public DNS services running on Windows 2016 are homed on (2) virtual hosts at each datacenter (Salinas & Marina).
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SMTP
Priority 1: TTR 1-12 Hours
Dependencies: None

The court currently has (1) virtual host running Windows 2012 R2 providing SMTP services to any services or apps that are unable to leverage Office 365 directly.
[image: ]
SFTP
Priority 1: TTR 1-12 Hours
Dependencies: None

The court has (1) Windows 2016 standard host used for SFTP.
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File Services
Priority 1: TTR 1-12 Hours
Dependencies: None

A physical window 2008 R2 server hosting SMB file shares utilizing DFS resides in our Salinas Datacenter.  The shares include traditional group document shares as well as the Document repository for our Odyssey Case Management System.  A secondary server is located at our Marina Datacenter where SAN based replication of drives can be harnessed as a DR solution.
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Applications and Services
Odyssey Case Management System (Production)
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, File Share, SMTP, Client Applications

A 3-tier system which consists of client applications running on Windows 7, 8 & 10 (Odyssey Assistant, Judge Edition / SessionWorks & Clerk Edition), middleware hosts with HA Pair of Physical Kemp Loadmaster load balancers serving them (3) Application, (4) Job, (4) Internal Integration Hosts), additionally there are DMZ hosts also served by HA Pair of Physical Kemp Loadmaster load balancers (2) Integration Hosts, (2) Proxy aka Translation Bridge Hosts all running on virtualized Windows Server 2012 R2.  The database instance resides on a single Microsoft SQL Database 2012 R2 Standard. The document library is housed on a Windows File share currently hosted on Windows 2008.
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[bookmark: _Hlk500149946]Sustain Case Management System (Production – Legacy)
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, File Share on DBOPRD02VM

A 3-tier system that consists of client applications running on Windows 7, 8 & 10, middleware hosts (1) integrations, (1) reporting and for the data (1) physical Windows 2008 server installed with Pervasive SQL Database.
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Jury System
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, Internal DNS

Currently runs on a 3-tier system consisting of a Client Application that runs on Windows 7, a Kiosk system running windows 10, (1) Application Server (Jury Systems +), (1) Web server which are virtualized Windows 2016 Nodes.  Its database is hosted on a virtualized Windows 2012 node with SQL 2008 Standard (DBO Servers).
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DMS / SharePoint
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, SMTP
Our SharePoint environment is a 3-tier system that consists of physical Windows 2008 (1) front end host, (1) application host and a (2) node database cluster on SQL server 2008


[image: ]

Justice Partners Website
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, SMTP, Database Servers

Justice Partners Website is (1) virtualized Windows Server 2008 130 gb that hosts our Justice Partners Website, its data is sourced from a database hosted on a virtualized Windows 2012 node with SQL 2008 Standard (See Database Servers).
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Voice System
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, SMTP

The court voice system (ShoreTel) runs on a primary Windows 2012 R2 host in our Salinas Datacenter.  A secondary server at the Marina datacenter is configured to take over services when the primary is disrupted.
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Payment Processing / IVR
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, Twilio SaaS, Jury System

Public users make payments and access jury duty information through a website and interactive voice services hosted on a Windows 2008 R2 host.  Twilio SaaS is utilized for the interactive voice services.
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Courts Public Website
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, SMTP
This service is comprised of (1) virtualized Windows Server 2008 that hosts our Public Website, it’s data is sourced from a database hosted on a virtualized Windows 2012 node with SQL 2008 Standard (
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Court View
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, Azure
Court View allows public users to access case information available on premises only.  The webservice is hosted on a Windows 2008 R2 host, which is shared with other services.


[image: ]


AutoClerk
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, Azure, Odyssey CMS, 
AutoClerk allows court staff to preview electronically submitted documents before entering into our Odyssey Case Management system.  This service has a number of dependencies and is hosted on a Windows 2008 R2 host, which is shared with other services.
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iCourt
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, SMTP

iCourt is the courts Intranet site hosting departmental information and a number of applications and sites. This service has a number of dependencies and is hosted on a Windows 2008 R2 host, which is shared with other services.
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Public Portal
Priority 1: TTR 1-12 Hours
Dependencies: Active Directory, DNS, Azure
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Host Name Model ProcMem Vol CapacityFree Space OS ArcOperating SystemOS Ver

c:\ 249 Gb 209 GB

d:\ 100 Gb 81 GB

f:\ 549 Gb 89 GB

g:\ 500 GB 378 GB

w:\ 2.3 TB 1 TB

Disk 12.7 TB 1.3 TB

c:\ 249 Gb 199 GB

d:\ 100 Gb 76 GB

e:\ 150 Gb 125 GB

Disk 12.7 TB 0

Disk 22  TB 0

DPM-HOST-MA1ProLiant 

DL180 Gen9

20 64 GB 64-bit Microsoft Windows 

Server 2012 R2 

Standard

6.3.9600

64 GB 20 ProLiant 

DL180 Gen9

DPM-HOST-SA1 64-bit Microsoft Windows 

Server 2012 R2 

Standard

6.3.9600
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Host Name Model PrcMem VolCapacityFree Space OS Arch

Operating 

System OS Ver

Service 

Pack

C:\ 49.66 GB 18.07 GB

D:\ 50.00 GB 44.01 GB

L:\ 100.01 GB98.40 GB

M:\ 100.01 GB53.86 GB

E:\ 200.03 GB55.90 GB

F:\ 200.03 GB177.46 GB

D:\ 30.00 GB 21.70 GB

C:\ 49.66 GB 15.05 GB

L:\ 100.01 GB80.84 GB

M:\ 140.01 GB84.41 GB

F:\ 200.03 GB151.42 GB

E:\ 400.05 GB104.39 GB

DBO-HOST-1Virtual 

Machine

4 26.00 GB 64-bit Microsoft Windows 

Server 2012 

Standard

6.2.92000

DBO-HOST-2Virtual 

Machine

4 16.00 GB 64-bit Microsoft Windows 

Server 2012 

Standard

6.2.92000
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Host Name Model ProcMem VolCapacityFree Space

OS 

Arch OS OS Ver

Service 

Pack

C:\ 64.10 GB 41.47 GB

D:\ 72.26 GB 66.14 GB

DC-HOST-2 Virtual Machine 6 6.00 GBC:\ 49.48 GB 35.08 GB 64-bit Microsoft Windows 

Server 2012 R2 

6.3.96000

DC-HOST-3 Virtual Machine 4 6.00 GBC:\ 49.48 GB 37.53 GB 64-bit Microsoft Windows 

Server 2012 R2 

Standard

6.3.96000

SYNC-HOST-1 Virtual Machine 2 4.00 GBC:\ 69.66 GB 21.80 GB 64-bit Microsoft Windows 

Server 2012 R2 

Standard

6.3.96000

DC-HOST-1 ProLiant DL360e 

Gen8

12 12 GB 64-bit Microsoft Windows 

Server 2012 R2 

Standard

6.3.96000
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Host Name ModelProcMemVolCapacity

Free 

SpaceOS ArchOperating System

DNS-HOST-1VM 2 2 GB C:\ 80 GB 67 GB 64-bit

Microsoft Windows 

Server 2016 Standard

DNS-HOST-2VM 2 4 GB C:\ 80 GB 67 GB 64-bit

Microsoft Windows 

Server 2106Standard
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Host Name ModelProcMemVolCapacity

Free 

Space OS Arch

Operating 

System OS Version

MAIL-HOST-1 VM 2 4 GB C:\ 40 GB 25.22 GB64 Bit

Microsoft 

Windows Server 

2012 R2

6.3.9600
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Host Name ModelProcMem VolumesCapacityFree Space OS Arch

Operating 

System OS Version

C:\ 12.00 GB 2.33 GB

E:\ 21.91 GB 20.13 GB

64-Bit Microsoft Windows 

Server 2016 STD

5.2.3790 FTP-HOST-1 VM 2 2.00 GB
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Host Name Model ProcMemVolCapacity Free Space OS Arch

Operating 

System OS Ver

Service 

Pack

C:\ 48.73 GB 9.30 GB

D:\ 87.87 GB 70.35 GB

D:\ 30.00 GB 11.60 GB

C:\ 33.79 GB 6.68 GB

M:\ 250.01 GB 71.57 GB

I:\ 300.04 GB 39.89 GB

E:\ 400.05 GB 141.44 GB

F:\ 430.08 GB 76.36 GB

G:\ 450.03 GB 22.91 GB

P:\ 2.5 TB 2.4 TB

O:\ 3.5 TB 1.3 TB

SMB-HOST-1

SMB-HOST-2ProLiant 

DL360 G7

12 8 GB

ProLiant 

DL360 G6

8 8 GB 64-bit

64-bit

Microsoft Windows 

Server 2008 R2 

Standard

Microsoft Windows 

Server 2008 R2 

Standard

6.1.76000
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Host Name Model ProcMemoryVolCapacityFree Space

Asset 

Type

OS 

ArchOperating System

OS 

Version

Service 

Pack

D:\ 51.87 GB 48.03 GB

C:\ 77.61 GB 30.58 GB

D:\ 51.87 GB 48.05 GB

C:\ 77.61 GB 34.46 GB

D:\ 51.87 GB 48.05 GB

C:\ 77.61 GB 33.77 GB

C:\ 77.61 GB 17.68 GB

N:\ 80.00 GB 74.31 GB

F:\ 100.01 GB50.76 GB

D:\ 101.87 GB17.02 GB

Z:\ 300.01 GB84.54 GB

G:\ 300.04 GB34.58 GB

E:\ 400.05 GB228.22 GB

C:\ 79.48 GB 55.67 GB

D:\ 79.87 GB 78.21 GB

F:\ 79.87 GB 69.45 GB

G:\ 149.87 GB149.76 GB

E:\ 349.87 GB275.77 GB

D:\ 48.87 GB 45.22 GB

C:\ 77.61 GB 56.71 GB

D:\ 48.87 GB 46.75 GB

C:\ 77.61 GB 56.72 GB

D:\ 41.40 GB 39.31 GB

C:\ 58.08 GB 41.39 GB

D:\ 41.40 GB 39.32 GB

C:\ 58.08 GB 41.35 GB

D:\ 48.87 GB 48.59 GB

C:\ 77.61 GB 64.98 GB

D:\ 48.87 GB 44.43 GB

C:\ 77.61 GB 52.20 GB

D:\ 48.87 GB 45.19 GB

C:\ 77.61 GB 54.78 GB

D:\ 48.87 GB 16.84 GB

C:\ 77.78 GB 45.46 GB

D:\ 48.87 GB 46.78 GB

C:\ 77.61 GB 51.74 GB

D:\ 41.40 GB 39.38 GB

C:\ 58.08 GB 40.86 GB

D:\ 41.40 GB 39.38 GB

C:\ 58.08 GB 40.85 GB

JMP-HOST-1 Virtual 

Machine

2 8.00 GB C:\ 69.66 GB 25.82 GB Server64-bitMicrosoft Windows 

Server 2012 R2 

6.3.9600 0

Virtual 

Machine

Microsoft Windows 

Server 2012 R2 

Standard

APP-HOST-1

APP-HOST-2

APP-HOST-3

DBC-HOST-1

JOB-HOST-2

JOB-HOST-3

RPL-HOST-1

INT-HOST-1

INT-HOST-2

INT-HOST-3

INT-HOST-4

PXP-HOST-2 Virtual 

Machine

Virtual 

Machine

Virtual 

Machine

IPS-HOST-1

JOB-HOST-1

Virtual 

Machine

Virtual 

Machine

JOB-HOST-4

PXP-HOST-1

Virtual 

Machine

Virtual 

Machine

Virtual 

Machine

Virtual 

Machine

Virtual 

Machine

Virtual 

Machine

Virtual 

Machine

Server

Server

Server

6

6

8

12

4

4

Server

6

Virtual 

Machine

Virtual 

Machine

4

4

6 Virtual 

Machine

8

10

6

6

6 Server

Server

Server

Server

Server

Server

Server

Server Microsoft Windows 

Server 2012 R2 

Standard

64-bitMicrosoft Windows 

Server 2012 R2 

Standard

64-bit

64-bit

64-bit

64-bit

64-bit

64-bit

Server

Server

Microsoft Windows 

Server 2012 R2 

Standard

Microsoft Windows 

Server 2012 R2 

Standard

Microsoft Windows 

Server 2012 R2 

Standard

6.3.9600

6.3.9600

6.3.9600 0

6.3.9600 0

0

0

6.3.9600 Microsoft Windows 

Server 2012 R2 

Standard

0

64-bit

Microsoft Windows 

Server 2012 R2 

Standard

Microsoft Windows 

Server 2012 R2 

Standard

0

64-bit

64-bit

64-bitMicrosoft Windows 

Server 2012 R2 

Standard

6.3.9600

6.3.9600

6.3.9600

6.3.9600

6.3.9600

6.3.9600

0

0

0 Microsoft Windows 

Server 2012 R2 

Standard

64-bit

64-bitMicrosoft Windows 

Server 2012 R2 

Standard

6.3.9600 0

Server64-bitMicrosoft Windows 

Server 2012 R2 

Standard

6.3.9600 0

Microsoft Windows 

Server 2012 R2 

Standard

6.3.9600

6.3.9600

0

0

0

0

Server64-bitMicrosoft Windows 

Server 2012 R2 

Standard

6.3.9600 0

1

8.00 GB

8.00 GB

8.00 GB

8.00 GB 64-bitMicrosoft Windows 

Server 2012 R2 

Standard

8.00 GB

16.00 GB

12.00 GB

8.00 GB

8.00 GB

8.00 GB

5.95 GB

12.00 GB

12.00 GB

12.00 GB

32 GB

8.00 GB
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Host Name Model ProcMem VolumesCapacityFree 

Space

OS ArchOS OS Ver SP

D:\ 58.08 GB 45.18 GB

C:\ 78.52 GB 39.30 GB

T:\ 100.01 GB99.43 GB

S:\ 400.05 GB75.55 GB

RDP-HOST-1Virtual 

Machine

2 2.00 GB C:\ 49.90 GB 31.20 GB64-bit Microsoft Windows 

Server 2008 R2 

Standard

6.1.76011

SUS-HOST-1 Virtual 

Machine

4 2.00 GB C:\ 49.90 GB 16.94 GB64-bit Microsoft Windows 

Server 2008 R2 

Standard

6.1.76011

SUS-HOST-2 Virtual 

Machine

4 8.00 GB C:\ 49.90 GB 5.77 GB 64-bit Microsoft Windows 

Server 2008 R2 

Standard

6.1.76011

SUS-HOST-3 Virtual 

Machine

4 4.00 GB C:\ 49.90 GB 10.72 GB64-bit Microsoft Windows 

Server 2008 R2 

Standard

6.1.76011

DBS-HOST-1 ProLiant 

DL360 

G6

8 12 GB 64-bit Microsoft Windows 

Server 2008 R2 

Standard

6.1.76011
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Host Name Model ProcMem VolCapacity

Free 

Space

OS 

Arc OS OS Ver

Service 

Pack

C:\ 19.53 GB 1.15 GB

E:\ 21.91 GB 10.03 GB

C:\ 113 GB 126 GB

E:\ 59.8 GB 59.9 GB

C:\ 112 GB 126 GB

E:\ 50.5 GB 60 GB

JUA-HOST-1 Virtual 

Machine

2 4.00 GB 64 BitMicrosoft(R) Windows(R) 

Server 2003, Standard Edition

5.2.37902

JUW-HOST-1Virtual 

Machine

2 8.00 GB 64 BitMicrosoft Windows 2016 Std



JUR-HOST-1 Virtual 

Machine

2 8.00 GB 64 BitMicrosoft Windows 2016 Std
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Host Name Model PrcMem VolCapacity Free Space OS ArchOperating 

System

OS Ver Service 

Pack

C:\ 50.68 GB 20.39 GB

D:\ 85.92 GB 49.12 GB

M:\ 1.00 GB 0.96 GB

C:\ 50.68 GB 9.47 GB

D:\ 85.92 GB 59.15 GB

J:\ 100.01 GB 53.14 GB

N:\ 200.03 GB 89.90 GB

P:\ 200.03 GB 151.94 GB

Y:\ 300.04 GB 126.31 GB

O:\ 600.04 GB 549.76 GB

L:\ 800.11 GB 799.96 GB

Z:\ 1000.21 GB217.03 GB

Q:\ 1.00 GB 0.96 GB

C:\ 50.68 GB 3.56 GB

D:\ 85.92 GB 68.27 GB

C:\ 50.68 GB 5.19 GB

D:\ 85.92 GB 61.92 GB

C:\ 50.68 GB 18.28 GB

D:\ 85.92 GB 47.48 GB
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Server 2008 R2 
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1
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1
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Host Name Model ProcMem VolCapacityFree Space OS ArchOperating System OS Ver Service Pack

C:\ 34.57 GB 1.37 GB

D:\ 35.33 GB 24.23 GB

64-bit Microsoft Windows 

Server 2008 R2 

Standard

6.1.7601 1 JP-HOST-1 Virtual Machine2 6.00 GB
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Host Name Model ProcMem VolCapacity Free Space OS ArcOS OS Ver

Service 

Pack

D:\ 30.19 GB 24.22 GB

C:\ 49.29 GB 34.57 GB

C:\ 121.55 GB 102.94 GB

D:\ 127.93 GB 107.04 GB

8.00 GB 4 Virtual 

Machine

VM-HOST-2

VM-HOST-1 Virtual 

Machine

616 GB 64-bit

64-bit

Microsoft Windows 

Server 2012 R2 

Standard

Microsoft Windows 

Server 2012 R2 

Standard

6.3.9600

6.3.9600

0

0
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Host Name ModelProcMem VolCapacityFree Space OS ArchOS OS Version

Service 

Pack

D:\ 15.33 GB 6.93 GB

C:\ 34.57 GB 7.67 GB

IVR-HOST-1 VM 2 8.00 GB 64-bit Microsoft 

Windows Server 

2008 R2 

6.1.7601 1
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Host Name Model ProcMem VolCapacityFree Space OS Arch

Operating 

System OS Ver SP

D:\ 15.33 GB 1.81 GB

C:\ 34.57 GB 3.69 GB

64-bit Microsoft 

Windows Server 

2008 R2 

6.1.76011 CPW-HOST-1 Virtual 

Machine

2 2.00 GB
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Host Name Model ProcMem VolumesCapacityFree Space Asset Type OS Arch

Operating 

System OS Version Service Pack

D:\ 25.00 GB 9.44 GB

C:\ 79.90 GB 13.75 GB Server 64-bit

Microsoft 

Windows 

Server 2008  6.1.7601 1 WEB-HOST-1

Virtual 

Machine 4 8.00 GB
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Host Name Model ProcMem VolCapacityFree Space OS ArchOperating 

System
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D:\ 15.33 GB 15.06 GB
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