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Introduction
This report supplements the one submitted to the Judicial Council at its October 2001

business meeting. At that meeting, the council asked the Court Technology Advisory
Committee and staff to provide answers to certain questions and deferred action on the
proposed rules to its December meeting. Memoranda addressing the issues raised at the
October meeting are attached to this report as Appendixes A through E.

Recently, the Court Technology Advisory Committee met and approved a set of revised
rules. These revised rules are equivalent in substance to the advisory committee’s
original proposal but are improved in organization and clarity. In addition, the Advisory
Committee Comments to the rules were reduced in length to provide only the information
that is the most critical to understanding and applying the rules.

Because the council deferred action on this item, the advisory committee now
recommends that the proposed rules go into effect on July 1, 2002, rather than January 1,
2002, as previously proposed. The delayed effective date will give the courts time to

learn about and comply with the rules.



Recommendation
The Court Technology Advisory Committee recommends that the Judicial Council,

effective July 1, 2002:

1. Adopt rules 2070-2076 of the California Rules of Court to establish (a) statewide
policies on public access to trial courts’ electronic records that provide reasonable
electronic access while protecting privacy and other legitimate interests and (b)
statewide policies regarding courts’ contracts with vendors to provide public access to

electronic court records.

2. Repeal section 38 of the California Standards of Judicial Administration.
The text of the proposed rules and the standard to be repealed is attached at pages 5-13.

Summary of Major Provisions of the Proposed Rules

The rules apply to records that trial courts maintain in electronic form. They do not
require courts to maintain any records electronically, but if a court does, the rules specify
the requirements for providing public access to those records.

The rules require courts to provide electronic access to the following types of records to
the extent feasible, both remotely and in the courthouse:

e Registers of actions and calendars in all cases; and
e QOther records in civil cases (rule 2073(c)).

The register of actions includes the title of each cause, the date it commenced, “and a
memorandum of every subsequent proceeding in the action with its date.” (Gov. Code, §
69845.) Thus, basic information about each case could be accessed through computer
terminals at the courthouse or remotely (over the Internet).

Additional records in the following types of cases would be available electronically at the
courthouse to the extent feasible, but not remotely:

Criminal; and
Civil harassment (rule 2073).

e Family law;

e Juvenile;

e Guardianship or conservatorship;
e Mental health;
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If electronic access is not feasible because a court does not have the resources or
technical capacity to provide it, the court must still make all of its electronic records
available in some form—for example, by printing out copies of the information contained
in electronic records (rule 2073(a)). However, the court may not provide electronic
access to any part of a record that is sealed by court order or made confidential by law

(rule 2073(a)).

When a court provides electronic access to records other than calendars, registers, and
indexes, it may do so only on a case-by-case basis, using the case number, caption, or
name of party to identify the record. Likewise, the court may not provide “bulk
distribution” of its electronic records, other than registers, calendars, and indexes. “Bulk
distribution” is defined as “distribution of all, or a significant subset, of the court’s
electronic records.”

Rationale for Recommendation
The rationale for the recommendation is contained in the October 2001 report and in the

memoranda in Appendixes A through E, which address the following issues:

A. What are the arguments for and against limiting electronic access to a
case-by-case basis?

B. Why should the rule prohibit remote electronic access (other than to the
register and calendar) in case types other than civil?

. What are other jurisdictions doing to provide electronic access to trial
court records?

D. What is the electronic access environment in California courts?
e What electronic access is offered by California courts?
e Do California courts have the ability to provide remote electronic
access?
e What is being done to improve courts’ ability to provide electronic
access?

E. Has the Judicial Council adopted relevant plans and policies?

Comments From Interested Parties

The comments on the proposal as it circulated for comment are summarized in the
October 2001 report. After the October meeting, a coalition of newspaper and press-
related organizations, represented by Gray, Cary & Freidenrich, submitted a letter with

' This definition of “bulk distribution” is based on the Justice Management Institute’s draft Model Policy on Public
Access to Court Records.



additional comments in response to the October 2001 report and proposal. The Gray
Cary letter is attached at Appendix F.

Most of the points in the letter have been addressed in the earlier report or in the
materials in appendixes A and E. However, one objection raised requires clarification.
Gray Cary objects to the “case-by-case” limitation on electronic access on the following

basis:

The proposed rules would . . . prohibit access where, for example, a requestor
wants to see the cases filed on a particular day and does not know the case
numbers, captions, or parties. The requestor would not have the necessary data to
submit a request that would comply with the rule, and even if he or she did the rule
would not permit the requestor to obtain more than one case at a time. Similarly, a
requestor who wanted to see all cases filed by or against a particular party and had
the name of the party would be precluded from obtaining more than a single case.

(Gray Cary letter, Appendix F, p. 2.)

This objection misinterprets the rule. First, a reporter who wanted to see all of the cases
filed on a particular day could identify the names or numbers of those cases by accessing
the register of actions, which would be available remotely for all case types and to which
the case-by-case limitation does not apply. With the case names or numbers supplied by
the register, the reporter could then access the files (if available electronically) for each of

the cases filed.

Second, the rules would not prohibit a reporter from accessing more than one case
involving a single party. It is contemplated that a search for cases by party name would
produce a list of cases involving that party, each of which the reporter could access on a

case-by-case basis.
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Rules 2070, 2071, 2072, 2073, 2074, 2075, and 2076 of the California Rules of Court are
adopted, effective July 1, 2002, to read:

DIVISION VI
RULES FOR FAX AND ELECTRONIC FILING AND SERVICE
CHAPTER 1. FAX FILING AND SERVICE RULES ***
CHAPTER 2. ELECTRONIC FILING AND SERVICE RULES

CHAPTER 3. PUBLIC ACCESS TO ELECTRONIC TRIAL COURT

RECORDS

Rule 2070. Statement of purpose

(a)

[Intent] The rules in this chapter are intended to provide the public with
reasonable access to trial court records that are maintained in electronic form,

while protecting privacy interests.

[Benefits of electronic access] Improved technologies provide courts with
many alternatives to the historical paper-based record receipt and retention
process, including the creation and use of court records maintained in electronic
form. Providing public access to trial court records that are maintained in
electronic form may save the courts and the public time, money, and effort and
encourage courts to be more efficient in their operations. Improved access to
trial court records may also foster in the public a more comprehensive

understanding of the trial court system.

[No creation of rights] These rules are not intended to give the public a right of
access to any record that they are not otherwise entitled to access.

Advisory Committee Comment

The rules acknowledge the benefits that electronic court records provide but attempts to

limit the potential for unjustified intrusions into the privacy of individuals involved in

litigation that can occur as a result of remote access to electronic court records. The

proposed rules take into account the limited resources currently available in the trial

courts. It is contemplated that the rules may be modified to provide ereater electronic

access as the courts’ technical capabilities improve, and with the knowledee cained from

the experience of the courts in providing electronic access under these rules.

Rule 2071. Authority and applicability

(a) [Authority] The rules in this chapter are adopted under the authority eranted

to the Judicial Council by article VI, section 6 of the California Constitution
and Code of Civil Procedure section 1010.6.
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(b)

[Applicability] The rules in this chapter apply only to trial court records.

(c)

[Access by parties and attorneys] The rules in this chapter apply only to

access to court records by the public. They do not limit access to court records
by a party to an action or proceeding, by the attorney of a party. or by other
persons or entities that are entitled to access by statute or California Rules of

Court.

Rule 2072. Definitions

(a)

[Court record] As used in this chapter, “court record” is any document, paper,

(b)

or exhibit filed by the parties to an action or proceeding; any order or judgment
of the court; and any item listed in subdivision (a) of Government Code section
68151, excluding any reporter’s transcript for which the reporter 1s entitled to
receive a fee for any copy. The term does not include the personal notes or
preliminary memoranda of judges or other judicial branch personnel.

[Electronic record] As used in this chapter, “electronic record’ is a computer-

(c)

ized court record, regardless of the manner in which it has been computerized.
The term includes both a document that has been filed electronically and an
electronic copy or version of a record that was filed in paper form. The term
does not include a court record that is maintained only on microfiche, paper, or
any other medium that can be read without the use of an electronic device.

[The public] As used in this chapter, “the public” is an individual, a group, or

(d)

an entity, including print or electronic media, or the representative of an
individual, a group, or an entity.

[Electronic access] “Electronic access” means computer access to court

records available to the public through both public terminals at the courthouse
and remotely. unless otherwise specified in these rules.

Rule 2073. Public access

(a)

[General right of access] All electronic records must be made reasonably

(b)

available to the public in some form, whether in electronic or in paper form,
except those that are sealed by court order or are made confidential by law.

[Electronic access required to extent feasible] A court that maintains the

following records in electronic form must provide electronic access to them,
both remotely and at the courthouse, to the extent it is feasible to do so.
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(1) Register of actions (as defined in Gov. Code, § 69845), calendars, and
indexes; and

(2) All records in civil cases, except those listed in (c).

[Courthouse electronic access only] A court that maintains the following

(d)

records in electronic form must provide electronic access to them at the
courthouse, to the extent it is feasible to do so, but may provide remote
electronic access only to the records governed by (b)(1):

(1) Any record in a proceeding under the Family Code, including, but not
limited to, proceedings for dissolution, legal separation, and nullity of
marriage; child and spousal support proceedings; and child custody

proceedings;

(2) Any record in a juvenile court proceeding;

(3) Any record in a guardianship or conservatorship proceeding;

- (4) Any record in a mental health proceeding;

(5) Any record in a criminal proceeding; and

(6) Any record in a civil harassment proceeding under Code of
Civil Procedure section 527.6.

[“Feasible” defined] The requirement that a court provide electronic access to

(e)

its electronic records “to the extent it is feasible to do so” means that a court is
required to provide electronic access to the extent it determines it has the
resources and technical capacity to do so.

[Access only on case-by-case basis] A court may only grant electronic access

®

to an electronic record when the record is identified by the number of the case,
the caption of the case, or the name of a party, and only on a case-by-case
basis. This case-by-case limitation does not apply to a calendar, register of
actions, or index.

[Bulk distribution] A court may provide bulk distribution of only its

(2)

electronic calendar, register of actions, and index. “Bulk distribution” means
distribution of all, or a significant subset, of the court’s electronic records.

[Records that become inaccessible] If an electronic record to which the court

has provided electronic access is made inaccessible to the public by court order
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(c)

(1) Register of actions (as defined in Gov. Code, § 69845), calendars, and
indexes; and

(2) All records in civil cases, except those listed in (c).

[Courthouse electronic access only] A court that maintains the following

(d)

records in electronic form must provide electronic access to them at the
courthouse, to the extent it is feasible to do so, but may not provide remote

electronic access:

(1) Any record in a proceeding under the Family Code, including, but not
limited to, proceedings for dissolution, legal separation, and nullity of
marriage; child and spousal support proceedings; and child custody

proceedings;

(2) Any record in a juvenile court proceeding;

(3) _Any record in a guardianship or conservatorship proceeding:

(4) Any record in a mental health proceeding;

(5) _Any record in a criminal proceeding; and

(6) Any record in a civil harassment proceeding under Code of
Civil Procedure section 527.6.

[“Feasible” defined] The requirement that a court provide electronic access to

its electronic records “to the extent it is feasible to do so” means that a court is
required to provide electronic access to the extent it determines it has the
resources and technical capacity to do so.

(e) [Access only on case-by-case basis] A court may only grant electronic access

(H)

to an electronic record when the record is identified by the number of the case,
the caption of the case, or the name of a party, and only on a case-by-case
basis. This case-by-case limitation does not apply to a calendar, register of
actions, or index.

[Bulk distribution] A court may provide bulk distribution of only its

(2

electronic calendar, register of actions, and index. “Bulk distribution” means
distribution of all, or a significant subset, of the court’s electronic records.

[Records that become inaccessible] If an electronic record to which the court

has provided electronic access is made inaccessible to the public by court order
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or by operation of law, the court is not required to take action with respect to
any copy of the record that was made by the public before the record became

inaccessible.

(h) [Off-site access] Courts should encourage availability of electronic access to
court records at public off-site locations.

Advisory Committee Comment

The rule allows a level of access to all electronic records that is at least equivalent to the
access that is available for paper records and, for some types of records, is much greater.
At the same time, it seeks to protect legitimate privacy concerns.

Subdivision (c) excludes certain records (those other than the register, calendar, and
indexes) in specified types of cases from remote electronic access. The committee
recognized that while these case records are public records and should remain available
at the courthouse, either in paper or electronic form, they often contain sensitive
personal information. The court should not publish that information over the Internet.

Subdivisions (e) and (f) limit electronic access to records (other than the register,
calendars. or indexes) to a case-by-case basis and prohibit bulk distribution of those
records. These limitations are based on the qualitative difference between obtaining
information from a specific case file and obtaining bulk information that may be
manipulated to compile personal information culled from any document, paper, or
exhibit filed in a lawsuit. This type of aggregate information may be exploited for
commercial or other purposes unrelated to the operations of the courts, at the expense of

privacy rights of individuals.

Rule 2074. Limitations and Conditions

(a) [Means of access] A court must provide electronic access by means of a
network or software that is based on industry standards or is in the public

domain.

(b) [Official record] Unless electronically certified by the court, a trial court
record available by electronic access does not constitute the official record of

the court.

(¢) [Conditions of use by persons accessing records] A court may condition
electronic access to its records on (1) the user’s consent to access the records
only as instructed by the court and (2) the user’s consent to the court’s
monitoring of access to its records. A court must give notice of these
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conditions, in any manner it deems appropriate. The court may deny access to a
member of the public for failure to comply with any of these conditions of use.

(d) [Notices to persons accessing records] A court must give notice of the
following information to members of the public accessing its electronic
records. in any manner it deems appropriate:

(1) The court staff member to contact about the requirements for accessing
the court’s records electronically.

(2) That copyright and other proprietary rights may apply to information in a
case file absent an express grant of additional rights by the holder of the
copvyright or other proprietary right. The notice should indicate that (A)
use of such information is permissible only to the extent permitted by law
or court order and (B) any use inconsistent with propnietary rights is

prohibited.

(3) Whether electronic records constitute the official records of the court. The
notice should indicate the procedure and any fee required for obtaining a
certified copy of an official record of the court.

(4) Any person who willfully destroys or alters any court record maintained
in electronic form is subject to the penalties imposed by Government

Code section 6201.

(e) [Access policy] A court must post a privacy policy on its public-access Web
site to inform members of the public accessing its electronic records of the
information it collects regarding access transactions and the uses that the court
may make of the collected information.

Rule 2075. Contracts with vendors

A court’s contract with a vendor to provide public access to its electronic records must be
consistent with these rules and must require the vendor to provide public access to court
records and to protect the confidentiality of court records as required by law or by court
order. Any contract between a court and a vendor to provide public access to the court’s
records maintained in electronic form must specify that the court is the owner of these
records and has the exclusive right to control their use.

Rule 2076. Fees for electronic access

A court may impose fees for the costs of providing public access to its electronic records,
as provided by Government Code section 68150(h). On request, a court must provide the

G\LGL_SVCS\LEGAL\RULES\Electronicrulesjc.doc 9
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conditions, in any manner it deems appropriate. The court may deny access to
a member of the public for failure to comply with these conditions of use.

(d) [Notices to persons accessing records] A court must give notice of the
following information to members of the public accessing its electronic
records, In any manner it deems appropriate:

(1) The court staff member to contact about the requirements for accessing
the court’s records electronically.

(2) That copyright and other proprietary rights may apply to information in a
case file absent an express grant of additional rights by the holder of the
copyright or other proprietary right. The notice should indicate that (A)
use of such information is permissible only to the extent permitted by law -
or court order and (B) any use inconsistent with proprietary rights is

prohibited.

(3) Whether electronic records constitute the official records of the court. The
notice should indicate the procedure and any fee required for obtaining a
certified copy of an official record of the court.

(4) Any person who willfully destroys or alters any court record maintained
in electronic form is subject to the penalties imposed by Government
Code section 6201.

(e¢) [Access policy] A court must post a privacy policy on its public-access Web
site to inform members of the public accessing its electronic records of the
information it collects regarding access transactions and the uses that the court
may make of the collected information.

Rule 2075. Contracts with vendors

A court’s contract with a vendor to provide public access to its electronic records must be
consistent with these rules and must require the vendor to provide public access to court
records and to protect the confidentiality of court records as required by law or by court
order. Any contract between a court and a vendor to provide public access to the court’s

records maintained in electronic form must specify that the court is the owner of these
records and has the exclusive right to control their use.

Rule 2076. Fees for electronic access

A court may impose fees for the costs of providing public access to its electronic records,
as provided by Government Code section 68150(h). On request, a court must provide the
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public with a statement of the costs on which these fees are based. To the extent that
public access to a court’s electronic records is provided exclusively through a vendor, the
court must ensure that any fees the vendor imposes for the costs of providing access are

reasonable.

10
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Section 38 of the California Standards of Judicial Administration is repealed,
effective July 1, 2002.
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TO: Chief Justice Ronald M. George

Members of the Judicial Council
FROM: Melissa Johnson, Assistant General Counsel

Joshua Weinstein, Attorney

Victor Rowley, Special Consultant
DATE: December 10, 2001
SUBJECT/ PURPOSE  Case-by-Case Electronic Access
OF MEMO:
CONTACT FOR ~ NAME: TEL: EMAIL:
FURTHER Joshua Weinstein ~ 415-865-7688 joshua.weinstein@jud.ca.gov
INFORMATION:

At the October 26, 2001, Judicial Council meeting, council members asked for a
discussion of the arguments for and against restricting electronic access to court records
to a case-by-case basis. This memorandum discusses the advantages and disadvantages
to the court system of restricting electronic access to a case-by-case basis and the

underlying policy and resource issues.

Background

The proposed rules require, to the extent feasible:

e Remote electronic access to the electronic register of actions, indexes, and
calendars in all cases, and to other electronic records in civil cases.

e Electronic access at the courthouse to electronic records other than the registers,
indexes, and calendars in other types of cases (family law, criminal, probate, etc.).



Members of the Judicial Council
December 10, 2001
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Except for the register, calendars, and indexes, electronic access is allowed only on a
case-by case basis. This means that a court could not provide access—either remotely or
at the courthouse—in a manner that would allow its database of case records to be
searched except by caption, case number, or name of party. In addition, a court could not
provide “bulk distribution” of its electronic records, i.e., distribution of all or a large part
of its records in bulk, except for the register, calendar, and indexes.

Discussion

One of the major advantages of electronic record-keeping over paper record keeping is
the increased ease of (1) extracting data from individual files that can show trends and
statistics, and (2) compiling information about individuals from a large number of
different files. Allowing public access to electronic information in a form from which
information can be easily extracted would make it much easier for members of the public
to compile information from court records. With sufficient resources, courts could
provide this type of access, either by access to a database of case files with search
capabilities (similar to WestLaw or Lexis) or by bulk distribution of data that individuals
could use to construct their own search mechanism. However, the Court Technology
Advisory Committee (“the committee™) believes that the public benefit of providing this
type of access is outweighed by the costs, particularly by the potential damage to privacy

interests.

1. Privacy issues

The primary reason that the committee recommends limiting remote electronic access to
a case-by-case basis is the protection of privacy interests. Bulk distribution of case files
presents privacy concerns because there is a tremendous amount of sensitive or personal
information in court records that could be compiled and exploited. For example, many
civil and family law cases include financial information about individuals, including their
account numbers or balances, tax returns, pay stubs, or Social Security numbers.

Personal identifying information, such as date of birth, address, and telephone number, is
included in many documents filed with the court.

While these records may be public, providing them in bulk electronic format is
qualitatively different from providing them on a case-by-case basis. Currently, those
seeking information contained in court records must physically visit the court that has
them with the knowledge that an action was filed in the particular court by a specific
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party or against one or more specific parties. With that information, they can review the
case index or register and identify documents or records, which they can then request be
made available to them for their physical inspection at the court clerk’s office. Getting
information from court files, therefore, imposes a burden in terms of knowledge and
effort. The U.S. Supreme Court has noted that information in case records enjoys what it
has termed “practical obscurity.”"

Practical obscurity provides significant privacy protection to individuals who are
involved in adjudications as parties or witnesses and who have been compelled to
disclose their private information in court proceedings. As the custodian of their records,
courts should be cognizant of the privacy interests in the records they keep. (See Pantos
v. Superior Court (1984) 151 Cal.App.3d 258, [court, as custodian of records, may assert
privacy interests of person submitting the private information].) Many court records are
obtained from members of the public who are compelled to participate in the court
system involuntarily, such as defendants, jurors, and witnesses who are subpoenaed.
This information is obtained for a specific purpose related to the case, either because it is
needed for a fair adjudication or because it is needed for administrative reasons. Making
the records available only on a case-by-case basis will, it is hoped, help to ensure that the
aggregations that were not feasible before the records were electronic will be prevented

when they are electronic.

2. Resource issues

The case-by-case limitation also recognizes that court resources are limited and that
providing either a searchable database or bulk distribution of court records would entail

! The United States Supreme Court in United States Department of Justice v Reporters Committee for Freedom of
the Press (1989) 489 US 749, 109 S Ct 1468, 103 L Ed 2d 774, referred to the relative difficulty of gathering paper
files as “practical obscurity.” In this case, which involved a request under the Freedom of Information Act for the
release of information contained in a database that summarized criminal history data, the Court recognized a privacy
interest in information that is publicly available through other means, but is “practically obscure.” The court noted
that “the issue here is whether the compilation of otherwise hard-to-obtain information alters the privacy interest
implicated by disclosure of that information.” It specifically commented on “the vast difference between the public
records that might be found after a diligent search of courthouse files, county archives, and local police stations
throughout the country, and a computerized summary located in a single clearinghouse of information.” (489 US at
p. 764.) In weighing the public interest in releasing personal information against the privacy interest of individuals,
the court defined the public’s interest as “shedding light on the conduct of any Government agency or official,”
rather than acquiring information about particular private citizens. (489 US at p. 773.) The court also noted “the
fact that an event is not wholly private does not mean that an individual has no interest in limiting disclosure or
dissemination of the information.” (489 U.S. at p. 770.)
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costs. The argument in favor of the case-by-case limitation is that courts should not
invest their limited resources to provide such data, which may be used for private
purposes that have nothing to do with the function of the court or with the reasons that

court records are open to public access.

The courts have a strong public policy reason for making case data available upon request
to persons seeking information about a particular case. Court case management systems
are designed to retrieve and display case data based on a request noting the name of a
party or the case number. However, case management systems are currently not designed
to provide bulk case data or to compile information except on a very limited basis.

In the near future, systems are expected to provide the statistical information required by
the Judicial Branch Statistical Information System (JBSIS). The experience with trying
to adapt case management systems to return the data needed by JBSIS has shown that
extracting data from a case management system is neither a trivial nor a low-priced task.
In theory, any case rhanagement system can be programmed to return any data desired.
In practice, the determination of what data is obtainable is often sharply limited by the
cost of modifying the case management system to provide the data.

The case-by-case approach also avoids some of the practical limitations with data
interpretation that are posed by definitional and historical problems. Commentary on a
provision for Access to Compiled Information from Court Records (Section 4.50)
included in the Justice Management Institute’s Mode! Policy on Access to Court Records
notes that compiled data presents two significant problems in interpretation.

First, “Analysis of the data without an understanding of the meaning of the data elements
or codes used, or without an understanding [of] the limitations of the data can result in
conclusions not substantiated by the data.” Second, electronic records can represent a
skewed set of data that results from norms that have not been applied consistently to all
case types or over the entire span of time covered by the case inventory. In other words,
computer-generated reports will be unreliable if data elements have not been clearly
defined and the definitions consistently applied. Case management systems do not yet
consistently apply standard data definitions across all case types. Even if they did, a
correct interpretation of the reports would require explanatory materials that do not exist
in standardized form. For the time being, case-by-case access would obviate these

problems.
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3. Arguments against case-by-case limitation

The same ease of compiling information from electronic records that causes the
committee’s concerns for privacy interests also has public benefits. With paper records
or even with case-by-case electronic access, anyone who wishes to determine a case trend
must go through a tedious process of reviewing individual files. For example, if someone
wanted to find out how many times a particular type of civil case resulted in a jury
verdict for plaintiff or defendant, the researcher would have to go through individual
cases to find out if (1) it is the type of civil case in which the researcher is interested; (2)
a jury trial was held; and (3) the judgment was for the plaintiff or defendant. The process
is time-consuming and labor-intensive.

If bulk case data is available electronically and the proper software tools have been
developed to interrogate the database, a computer can quickly and easily search the
database to find the desired information.

Bulk data would be of interest to individuals, academics, and members of the press for a
variety of purposes that would arguably be of benefit to the public without interfering
with personal privacy. Examples of information that might be extracted or comipiled
from bulk data include:

¢ How mediation affects the rate of settlement in civil cases;
¢ How specific judges in a court tend to rule in particular type of cases;

¢ How often specific attorneys or law firms are found on the winning or losing side
of general civil cases or in specific types of civil cases; and

¢ Average jury awards in general civil cases or specific types of civil cases.

The argument against the case-by-case limitation is that the benefit to the public of
having this data available outweighs the privacy concemns.

Furthermore, as a practical matter, if electronic access is available remotely, as it would
be under the proposed rules in civil cases, a private individual or entity can undérmine the
case-by-case limitations. Anyone who has the interest and the resources could program a
“robot” or “drone” computer to continuously request and download files sequentially,
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eventually compiling bulk data. Such a scenario has occurred in one county that already
allows remote electronic access. That individual or entity could then market access to the
bulk-compiled data. Thus, if remote access is allowed, the attempt to protect privacy
interests by limiting access may be futile.

Since the court cannot prevent private interests from compiling data from electronic
records that are provided remotely, the question becomes whether the court should be the
provider of compiled data or whether it should be left up to market forces to determine
what electronic data will be compiled. If compilation of court data is left exclusively to
the private sector, there is a risk that compilations may be inconsistent with public policy
objectives. There is also a risk that those without the requisite money, tools, or skill
would effectively be denied access to compiled data.

Conclusion

There are significant privacy concerns warranting restricting electronic access to court
records to a case-by-case basis. Court records often contain private or sensitive
information. Court records, while public, are usually only accessed for case-specific
purposes. Making electronic records available remotely only on a case-by-case basis
guards against the possibility that the destruction of individual privacy (and the
accompanying harms) that would otherwise flow from access to electronic case records
will be minimized while still permitting the increased efficiency in judicial administration

that electronic court records offer.
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QUESTION PRESENTED

Why should the rule prohibit remote electronic access (other than to the register and
calendar) in case types other than civil?

REASONS FOR PRECLUDING REMOTE ACCESS TO SPECIFIC
CATEGORIES OF CASE FILES

Proposed rules 2070-2076 require courts to provide electronic access to general
information about court cases and prohibit them from providing access to case files in
certain types of cases.

Rule 2073(b) would require courts to provide remote access to registers of actions (as
defined in Government Code section 69845) and calendars when they can feasibly do so.
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Rule 2073(c), however, would require courts to restrict access to electronic versions of
the documents and other records that are found in case files. Under this rule, only case

files in civil cases would be available remotely. Files in other types of cases, which are
listed in 2073(c), would not be accessible remotely at this time.

The proposed rules represent an initial approach to providing remote access to electronic
case files that are likely to contain sensitive and personal information. Electronic records
in all case types could be available through terminals at the courthouse. This approach
provides them the same de facto privacy protection traditionally afforded paper records.
The United States Supreme Court has characterized this protection as a “practical
obscurity” that is attributable to the relative difficulty of gathering paper files. See United
States Dep 't of Justice v. Reporters Committee for Freedom of the Press 489 U.S. 749
[109 S.Ct. 1468, 103 L.Ed.2d 774].

Delivery of court records on the Internet constitutes publication and typically facilitates
republication. With the exception of docket information, trial courts generally have not
been publishers of case records. Electronically published data can be easily copied
disseminated, and its dissemination is irretrievably beyond the court’s control.
Publication of court records on the Internet creates a much greater threat to privacy
interests than does access to paper records, or access to electronic records through
terminals at the courthouse.

The case-types set out in rule 2073 (c) would be precluded from remote access for the
following reasons:

e Sensitive personal information unrelated to adjudication. Courts sometimes collect
sensitive personal information that has no bearing on the merits of a case but that
assists the court in contacting parties or in record keeping. Such information could
include unlisted home telephone numbers, home addresses, driver’s license numbers,
and Social Security numbers. Before such information is published on the Internet, the
Judicial Council should survey trial courts to identify the sensitive or personal
information they collect, determine whether or not this information is essential to
workload management, and then consider how to protect such information when it is
legitimately needed.

e Privacy of involuntary participants. Individuals who are sued, subpoenaed, or
summoned for jury duty are involuntary participants in legal proceedings and may be
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compelled to provide the court with sensitive personal information. As records
custodians, courts should proceed with caution in publishing such information, as it
has relatively little relevance to the public’s ability to monitor the institutional
operation of the courts but relatively great impact on the privacy of citizens who come
in contact with the court as defendants, litigants, witnesses, or jurors. Publication of
sensitive financial, medical, or family information provided by involuntary court
participants could, for instance, harm individuals by holding them up to ridicule,
damaging their personal relationships, and foreclosing business opportunities.

e Investigations in criminal cases. The Federal Judicial Conference' in September 2001
adopted a policy that makes criminal cases unavailable remotely for a two-year period.
The Judicial Conference identified two reasons for this exclusion of criminal cases.
First, electronic publication of criminal case records could jeopardize investigations
that are under way and create safety risks for victims, witnesses, and their families.
Second, access to preindictment information, such as unexecuted arrest and search
warrants, could severely hamper law enforcement efforts and put law enforcement
personnel at risk. These reasons would apply to the proposed California policy as well.

o Criminal histories. Allowing remote electronic access to criminal cases would greatly
facilitate the compilation of individual criminal histories, in contravention of public
policy as established in statute. (See Westbrook v. City of Los Angeles (1994) 27
Cal.App.4™ 157 [court note required to provide to public database containing criminal
case information].) For this reason, the Attorney General supports excluding criminal
cases from remote electronic access:

Our principal concern is with criminal records and the threat that the electronic
release of these records poses to individual privacy and to the legislative and
judicial safeguards that have been created to insure that only accurate information
is disclosed to authorized recipients. (See, e.g., Penal Code sec. 11105.) The

! “The federal court system governs itself on the national level through the Judicial Conference of the United States.
The Judicial Conference is a body of 27 federal judges. It is composed of the Chief Justice of the United States, who
serves as the presiding officer; the chief judges of the 13 courts of appeal; the chief judge of the Court of
International Trade; and 12 district judges from the regional circuits who are chosen by the judges of their circuit to
serve terms of three years. The Judicial Conference meets twice yearly to consider policy issues affecting the federal
courts, to make recommendations to Congress on legislation affecting the judicial system, to propose amendments to
the federal rules of practice and procedure, and to consider the administrative problems of the courts.” See
http://www.uscourts.gov/understanding_courts/89914.htm.
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electronic dissemination of criminal records is a tremendous danger to individual
privacy because it will enable the creation of virtual rap sheets or private databases
of criminal proceedings which will not be subject to the administrative, legislative
or judicial safeguards that currently regulate disclosure of criminal record
information. (Letter from Attorney General Daniel E. Lungren commenting on
draft rules (March 6, 1997); See letter from Attorney General Bill Lockyer (Dec.
15, 2000), reaffirming position taken in March 6, 1997 letter.)

Risk of physical harm to victims and witnesses. The safety of victims and witnesses
could be compromised if courts were to publish their addresses, telephone numbers,
and other information that would allow them to be located. Such risk is perhaps most
common in criminal and family cases.

Fraud and identity theft. Although sensitive personal information, such as Social
Security and financial account numbers, may already be available in paper files at the
courthouse, its “practical obscurity” has provided it with de facto privacy protection.
Publishing such information on the Internet exposes it to a substantial risk of criminal
misuse. Participation in court proceedings, whether voluntary or involuntary, should
not expose participants to such victimization.

Determination of reliability. Ex parte allegations, particularly in family cases, present
a problem in that they may be skewed by self-interest and subsequently determined to
be unreliable. Although such allegations could be read in case files at the courthouse,
the physical demands of accessing such files would afford them “practical obscurity.”
Courts should not broadcast ex parte allegations on the Internet until there are policies
and procedures to address the problems of unvetted ex parte allegations.

Statutory rehabilitation policies. Various sections of the Penal Code allow for sealing
of a defendant’s criminal record provided that certain conditions are met. Such sealing
does not occur by operation of law; see for instance the entries on arrest or conviction
for marijuana possession and the record of a “factually innocent” defendant in Table 1.
If such information is published before conditions for sealing are met, the publication
would make the subsequent sealing ineffectual and thus thwart the rehabilitative intent
of the authorizing legislation. Admittedly, information could be published from files
accessed at the courthouse, but the “practical obscurity” of such files has lessened the
likelihood of publication and reduced the risk of thwarting rehabilitation policies.
Publication on the Internet would make it difficult to implement such policies.
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o Tools to apply confidentiality policies. By statute, courts are obligated to protect
confidential information in many types of case records, including some of the types of
case records specified in rule 2073(c) (see Table 1). This obligation may be absolute
or defined by statutorily set or judicially determined time limits. Courts have
traditionally met these obligations on an ad hoc basis, as individual case records have
been requested at the courthouse. To respond in a responsible manner to remote
electronic requests, courts would need to meet these obligations by applying
appropriately protective criteria to all records, not only those that are requested but
those that might be. Courts simply do not have staff who can review and monitor all
records to make them available for remote electronic access. They will need to use
automated tools to address the review and monitoring problem. Effective tools should
be based on standards. Standards should then be applied by case management
systems. Until these standards can be developed and applied by case management
systems, the proposed rules would make specified case types unavailable by remote
electronic access.

 [Inadvertent exposure of sensitive or personal information. Parties to the excepted case
types (particularly family law) who are unaware that sensitive or personal information
included in court filings is publicly accessible will also be unaware they can take steps
to protect such information, by requesting a sealing or protective order. For example,
in family law proceedings, it is not unusual for litigants to attach copies of their tax
returns to their filings, even though tax returns are made confidential by statute.
Similarly, in family law proceedings, allegations of abuse are not uncommon;
however, litigants may not be aware that there are procedures for limiting public
access to this highly sensitive and personal information to protect not only their own
privacy, but that of their minor children. The exceptions to remote access in rule 2073
(c) afford time for the Judicial Council to consider how the privacy interests of
litigants, particularly the self-represented, might be protected before courts
electronically publish case files that include sensitive or personal information that
litigants have inadvertently disclosed.

Policy development. While the proposed rules encourage courts to use technology to
facilitate access to court records (in accordance with long-term goals of the judicial
branch), they do so cautiously, providing breathing room while privacy issues and
records policies are more thoroughly reexamined at state and federal levels. The rules
allow remote access to civil case files. Civil cases do present some of the same privacy
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concerns discussed above, but generally to a lesser degree than in the types of case
records that are unavailable under 2073(c). The courts’ experiences with remote access
to civil cases will guide the council’s policy-making in the future. This incremental
approach allows further debate and experimentation. Such an approach is in line with the
approach adopted by the Judicial Conference of the United States and other states.
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Jhadvictal Tovncil of California
Abdministratifie Bffice of the Conrts
Information Services Division

455 Golden Gate Avenue ¢ San Francisco, CA 94102-3660
Telephone 415-865-7400 & Fax 415-865-7496 ¢ TDD 415-865-4272

RONALD M. GECRGE WILLIAM C. VICKREY
Chief Justice of California Administrative Director of the Courts

Chair of the Judicial Council
RONALD G. OVERHOLT

Chief Deputy Director

PATRICIA YERIAN
Director
Information Services Division

TO: Chief Justice Ronald M. George
Members of the Judicial Council

FROM: Charlene Hammitt, Manager
Jane Evans, Senior Business Systems Analyst

DATE: November 27, 2001

SUBJECT/PURPOSE  Proposed Rules on Electronic Access to Court Records

OF MEMO:

CONTACT FOR NAME: TEL: FAX: EMAIL:

FURTHER Jane Evans 415-865-7414  415-865-7497 jane.evans@jud.ca.gov
INFORMATION:

QUESTION PRESENTED

What are other jurisdictions doing to provide electronic access to trial court records?

FEDERAL COURTS

The Judicial Conference of the United States approved on September 19, 2001 a report
and recommendations by the Committee on Court Administration and Case Management
that provides that:

e Public access to civil case files: documents in civil case files should be made
available electronically to the same extent that they are available at the courthouse,
except for Social Security cases because they contain detailed medical and other
personal information. Bankruptcy case files should also be made available
electronically, except that personal data identifiers should be removed.



Chief Justice Ronald M. George
November 27, 2001
Page 2

e Public access to criminal case files: documents in criminal case files should not be
available to the public remotely at this time. This policy will be reexamined in two
years. The committee determined that any benefits of remote access were outweighed
by public safety and law enforcement risks.

e Federal courts are not required to provide electronic access to case files if a paper file
is maintained.

e Remote electronic access will be available only through the PACERNet system,
requiring registration, a log-in and password.

The approach taken by the federal courts is similar to that in the proposed rules,
providing the broadest access to civil documents while recommending a cautious
approach to criminal documents and recognizing that sensitive personal information is

contained in case files.

OTHER STATE COURTS

Currently, state courts that provide electronic access offer docket information only with
the exception of Arizona. About half the states offer little or no electronic access, but
some of these states are analyzing issues related to privacy and access, and have
appointed committees to investigate policy issues and technological readiness with a goal
of developing court rules (see State-by-State Comparison, first attachment).

ARIZONA
At this time, only Arizona provides broad electronic access to court documents. For many

years, Arizona has had a rule (Rule 123) that provides for public access to electronic
court records. This rule was recently reviewed by an ad hoc committee appointed by the
Chief Justice of the Arizona Supreme Court. The committee’s charge was to examine the
issues surrounding public access to electronic court records and to develop
recommendations to modify Rule 123 and to suggest additional rules governing access to
electronic court records.

The Report and Recommendation of the Ad Hoc Committee to Study Public Access to
Electronic Court Records (March 2001) specifically recommends that electronic records
be made available at public terminals at the courthouse, but that courts have the option of
providing access on the Internet (p. 8). It recommends phasing in Internet access by case
type, beginning with civil and criminal, followed by family, juvenile, and probate.
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The committee notes that Rule 123 was written before the Internet came into prominent
usage. The electronic access the rule envisioned was not via the Internet, but by a
subscription dial-up into a private network. The rule anticipated that this system would
probably be used only by those with a need to know, i.e., attorneys, litigants,
investigators, credit bureaus, and commercial data resellers. It did not anticipate that the
general public would access court records remotely in large numbers. The report notes
that courts may choose to delay making case information available on the Internet for a
variety of good reasons, including lack of resources (p. 8). It specifically recommends
that records in domestic relations, juvenile, mental health, and probate cases not be made
available on the Internet until Social Security and financial account numbers are redacted

. 9).

FLORIDA

On November 15, 2001, a committee of judges, lawyers, court officials and others
recommended that the Florida Supreme Court impose a moratorium on public access to
complete court documents via the Internet. Florida law (Florida Statutes, section
28.2221) requires clerks to have electronic images of documents available on the
county’s official web site by January 1, 2006. The state’s Judicial Management Council
recommended that courts not provide unrestricted electronic access to records until
policies balancing privacy and access are developed. (see article Partial Ban for Records

on Net, second attachment).

VIRGINIA
Virginia has recently established a pilot project to put the case management abstract data

of selected courts on the Internet, after removing parties’ Social Security numbers,
telephone numbers, and street addresses. It has also recently adopted a rule (Virginia
Supreme Court Rule 1.17, Electronic Filing and Service) restricting access to
electronically filed data filed to the parties, their attorneys, and court personnel.

OTHER STATES

A few states, such as Vermont (Vermont Supreme Court Rules for Public Access to
Court Records 1-8), provide remote access to commentary in connection with docket
entries that describe the contents of the filings and not just their titles. Other states, such
as Missouri (Missouri Court Operating Rule 2), provide electronic access to Judgments

but not to other filings.

ADDITIONAL INFORMATION
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The National Center for State Courts maintains a web page on public access to court
records (http://ctl.ncsc.dni.us/publicaccess/), which describes the actions being taken by
most state courts with respect to providing public access while addressing the privacy
issues that are arising as courts move from paper to electronic filing. The Arizona report
and the various rules and policies of other states, noted above, are accessible through this

web page.

OTHER POLICY INITTIATIVES

The Justice Management Institute and the National Center for State Courts are
developing Model Rules for providing access to electronic court records. Under the
Model Rules, remote access is limited to the register of actions, calendars of court

proceedings, and final judgments, orders, and decrees.

The Conference of State Court Administrators (COSCA) is also considering the issue of
providing public access to electronic court records. In August 2000, COSCA issued a
Concept Paper on Access to Court Records (see cosca.ncsc.dni.us) that states that the
conference should do all it can to encourage Internet access to public court records, both
in its own self interest and to fulfill a more fundamental obligation to encourage
convenient access to the courts (pp. 13-14). It concludes that it “should work diligently
and with consummate public input to determine which court records should be restricted
and to obtain funding for the most convenient access available” (p. 14).
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Judrictal Qouncil of California
?\hmirriﬁtraﬁfm Bifice of the Umucts
Information Services Division

455 Golden Gate Avenue ¢ San Francisco, CA 94102-3660
Telephone 415-865-7400 ¢ Fax 415-865-7496 ¢ TDD 415-865-4272

RONALD M. GEORGE WILLIAM C., VICKREY
Chief Justice of California Administrative Director of the Courts

Chair of the Judicial Council
RONALD G. OVERHOLT

Chief Deputy Director

PATRICIA YERIAN
Director
Information Services Division

TO: Chief Justice Ronald M. George
Members of the Judicial Council

FROM: Charlene Hammitt, Manager
Jane Evans, Senior Business Systems Analyst

DATE: November 27, 2001

SUBJECT/ PURPOSE  Proposed Rules on Electronic Access to Court Records

OF MEMO:

CONTACT FOR NAME: TEL: FAX: EMAIL:

FURTHER Jane Evans 415-865-7414 415-865-7497 jane.evans@jud.ca.gov
INFORMATION:

QUESTION PRESENTED

What is the electronic access environment in California courts?

What electronic access is offered by California courts?

Currently, of the California trial courts providing electronic access to court information,
most offer only calendar and docket information on the Internet, searchable by entering
the case name or case number (see Electronic Access in the Trial Courts, first
attachment). Accessing and searching calendar and docket information is not
standardized statewide, but requires a different approach in each county (see Electronic
Access to Trial Court Case Management Information, screen views, second attachment).
Case types and years covered also vary from court to court.

A few courts are providing images of the actual documents filed by the parties and the
court, but only for very limited case types or consolidated complex litigation.
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e Alameda County Superior Court, on its web site, has recently begun providing images
of documents filed in all civil cases, both limited and general.

e Riverside County Superior Court provides access to imaged case files, but only at the
courthouse.

e San Francisco Superior Court provides Internet access to orders filed in its complex
asbestos litigation, but provides for public access only on public terminals at the
courthouse to documents that have been electronically filed in that litigation.

e Los Angeles County Superior Court provides web access to complaints, answers, and
orders in the coordinated diet drug cases.

e San Diego County Superior Court is providing web access to calendar, orders, and
minutes in coordinated breast implant, latex glove, tobacco, and firearm cases.

California courts have had little experience with providing remote access to court records
and with evaluating how providing such access might impact litigants and third parties.
This limited access to electronic case materials currently offered by a handful of courts
would comply with the proposed rules.

Do California courts have the ability to provide remote electronic access?

Most courts are currently not equipped to provide more than basic case information on
the Internet, even if they wanted to. Sixteen courts have a local version of a static web
site developed by the Information Services Division of the AOC, offering directory-type
information only, with no link to case information. Case management system (CMS)
vendors offering products to California courts have had difficulty developing web-based
CMS’s, and CMS’s currently in use in California courts are unlikely to have the ability to
segregate or redact confidential information from a specific case file. An incremental
approach to remote access allows the Judicial Council to develop programs that support
the objective of maximum availability of records by remote access, initially by
addressing basic needs of all the courts and then by prioritizing their secondary needs.

What is being done to improve courts’ ability to provide electronic access?
Because most courts do not currently have the technological capability to provide
electronic access to case information, and because most case files are available in paper
only, the Court Technology Advisory Committee is overseeing several statewide
initiatives by the AOC Information Services Division to upgrade court information
systems so that courts can offer electronic access to case information in the future. The
Telecommunications Architecture initiative is evaluating the current physical
infrastructure (cabling, equipment rooms, physical connectivity) and networking
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capability in the trial courts while developing standards for cabling, network
performance, and bandwidth to enable the courts to improve information flows. The
Service Bureau initiative is working with a vendor to develop a centrally-supported, up-
to-date CMS for small courts. The CMS Certification initiative is working to insure that
case management systems, either vendor or local, meet California-specific needs.

In addition, the courts have identified imaging as a technology priority for the 2002-2003
budget. Imaging technology would allow courts to convert paper case files to electronic
documents that could be remotely accessed. The Finance Division, in developing budget
requests for 2002-2003, received requests from several trial courts for records
management projects that included imaging, so that these courts would be able to create
an electronic database of their paper documents.

Finally, Information Services is supporting electronic filing in two initiatives, so that
courts would have original documents in an electronic medium and would not have
expend resources to convert them to an electronic medium using imaging technology.
The first initiative is grant funding for e-filing projects and the second is development of
the California Electronic Filing Technical Standards, working with Legal XML, a
national organization engaged in the definition of electronic filing standards based on
Extensible Markup Language (XML). Filing standards would integrate with a variety of
case management systems, and would for example allow court case management systems
to segregate sensitive personal information data elements to render them unreadable by
the public on a remote system.

Given time, adequate resources, and technological innovation, courts in California will be
able to move toward a more electronic environment and thus provide increased electronic
access to information.
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455 Golden Gate Avenue ¢ San Francisco, CA 94102-3660
Telephone 415-865-7400 ¢ Fax 415-865-7496 ¢ TDD 415-865-4272

RONALD M. GEORGE WILLIAM C. VICKREY
Chief Justice of California Administrative Director of the Courts
Chair of the Judicial Council

RONALD G. OVERHOLT
Chief Deputy Director

PATRICIA YERIAN
Director
Information Sewices Division

TO: Chief Justice Ronald M. George
' Members of the Judicial Council

FROM: Charlene Hammitt, Manager
Jane Evans, Senior Business Systems Analyst

DATE: November 27, 2001

SUBJECT/ PURPOSE  Proposed Rules on Electronic Access to Court Records

OF MEMO:
CONTACT FOR NAME: TEL: FAX: EMAIL:

FURTHER Jane Evans 415-865-7414 415-865-7498 jane.evans@jud.ca.gov
INFORMATION:

QUESTION PRESENTED

Has the Judicial Council adopted relevant plans and policies?

JUSTICE IN THE BALANCE 2020

The long-term goals of the judicial branch in affording public access to electronic records
were succinctly described in the Report of the Commission on the Future of the
California Courts: Justice in the Balance 2020. That report envisions that by 2020, paper
will have nearly vanished from the courts, and all pleadings and other documents will be
transmitted, processed, and filed electronically (p. 101). It foresees that technology will
make justice more efficient, more accessible, more understandable, and of higher quality,
while at the same time unburdening judicial branch personnel of routine and mechanical
tasks, freeing them to focus on the needs of court users (p. 101). The report acknowledges
that public access to court records under the current system, which requires an individual
to go to the courthouse, stand in line to request a case file that may or may not be in the
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courthouse, and search through the file page by page, in many cases has the practical
result of giving only the legal community effective access to court-related information (p.
105). It argues that technology has the proven potential to provide more accessible, user-
comprehensible justice, which is basic to the commission’s vision of a preferred future
for the courts (p. 105). With respect to the protection of privacy in court records that are
accessible by the public electronically, the report suggests that by 2020, the information
technology revolution will have changed notions of privacy fundamentally, but that the
public debate about whether the Bill of Rights protects people in cyberspace will be a
thing of the past, because the Supreme Court “will have reaffirmed every person’s right
to a legitimate expectation of privacy, in any medium” (p. 102).

JUDICIAL COUNCIL OPERATIONAL AND STRATEGIC PLANS

Both the Judicial Council Operational and Strategic Plans, Leading Justice Into the
Future, in Goal VI, note that “[tJechnology will enhance the quality of justice by
improving the ability of the judicial branch to collect, process, analyze, and share
information and by increasing the public’s access to information about the judicial
branch.” The Operational Plan, in Goal VI(f), proposes an E-government initiative to
“Expand the ability of the California Courts, Serranus, and local trial court Web sites to
provide information and services.”

STRATEGIC PLAN FOR COURT TECHNOLOGY
The plan, approved by the Judicial Council August 14, 1998, in its Goal IV, calls to
“Make justice system information more accessible through the use of common, well-

understood technology.”

TACTICAL PLAN FOR COURT TECHNOLOGY

The Tactical Plan, adopted by the Judicial Council January 26, 2000, provides the
framework discussed elsewhere for the statewide initiatives to upgrade and enhance court
information systems capabilities, including telecommunications architecture, the Service
Bureau, and certification of case management systems as meeting California needs.

STANDARDS OF JUDICIAL ADMINISTRATION, SECTION 38

Section 38, Access to Electronic Records, was adopted by the Judicial Council and
became effective January 1, 1999. The standard has provided guidance to trial courts as
they have begun small projects to provide public access to electronic records in limited
case types. Feedback from courts on their project outcomes under Section 38 has
informed the Court Technology Advisory Committee as it developed the proposed rules.
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Much of the language in Section 38 has been incorporated into the proposed rules, as the
provisions, although only advisory in nature, have proved workable for both the courts
and the public seeking access to electronic court information.
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Gray Cary Ware & Freidenrich, LLP
1755 Embarcadero Road

Palo Alto, CA 94303-3340
www.graycary.com

0] 650-833-2293
F] 650-320-7401

RECEIVED
November 27, 2001 NOY 2 8 2001
VIA FEDERAL EXPRESS . .
CHAMBERS OF THE

| California Judicial Council CHIEF JUSTICE

455 Golden Gate Avenue
San Francisco, CA 94102

Re: Response to October 5, 2001 Report of the Court Technology Advisory Committee
Regarding Public Access to Electronic Court Records

Dear Justice George and Honorable Members of the Judicial Council:

We are writing on behalf of the California Newspaper Publishers Association, the California First
Amendment Coalition, The Copley Press, Inc., Freedom Communications, Inc., Hearst Corporation,
the Los Angeles Times, McClatchy Company, the Reporters Committee for Freedom of the Press,
and the San Jose Mercury News. As you know, this group of concerned organizations and media
previously submitted comments on the rules regarding electronic access to court records proposed
by the Court Technology Advisory Committee (*CTAC” or “Committee”). We take the liberty of
writing again at this time to express our profound concern regarding certain aspects of the proposed
rules as finally described by the CTAC.

Legal Standard.

First, the CTAC Report of October 5, 2001 (“Report”) proceeds from an incomplete legal analysis.
This may explain some of the conclusions it reaches, and therefore requires some clarification. The
CTAC states that “[u]nlike many other states, California does not provide for a right of public access
to court records by statute or rule of court, whether records are in paper or electronic form. Instead,
public access to court records is afforded under the common law.” Report, p. 5. However, the
Judicial Council, relying on the California Supreme Court’s decision in NBC Subsidiary, Inc. v.
Superior Court, 20 Cal. 4th 1178 (1999), has adopted rules of court expressly addressing public
access to court records, and narrowly circumscribing the situations in which public access to court
records can be denied. See Cal. Rules of Court 243.1, ef seq. Moreover, the right of the public and
the press to court records is not merely a creature of California common law. On the contrary, it is
guaranteed by both the First Amendment to the United States Constitution and by the California
Constitution. NBC Subsidiary, 20 Cal. 4th at 1212; Copley Press, Inc. v. Superior Court, 63 Cal.
App. 4th 367, 373 (1998); Copley Press, Inc. v. Superior Court, 6 Cal. App. 4th 106, 111 (1992).
The Legislature has provided that court records maintained in electronic form must “be made
reasonably accessible to all members of the public for viewing and duplication as would the paper
records.” Gov't Code § 68150(h). Thus, the standards imposed by the First Amendment, the
California Constitution, California statute, and the California Rules of Court govern access to

electronic court records.

SILICON VALLEY SAN DIEGO SAN DIEGO/GOLDEN TRIANGLE SAN FRANCISCO AUSTIN SEATTLE SACRAMENTO LA JOLLA
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Case-by Case Access Restriction.

Second, the CTAC has maintained the proposed restriction of “case-by-case” access, and it has
eliminated any discretion on the part of the trial courts to permit access on any other basis. We
believe that this restriction is both pragmatically and legally unjustified.

As it now reads, proposed rule 2073(b) provides that “[a] trial court must grant public access to its
trial court records maintained in electronic form only when the record is identified by the number of
the case, the caption of the case, or the name of the party, and only on a case-by-case basis.”
Report, p. 28. Although the proposed rule is ambiguous, it apparently imposes two sets of
limitations. First, it apparently permits access to court records only if a requestor already has some
information regarding a matter, i.e., the case number, caption, or name of a party. Second, it
apparently permits the electronic access system to display cases only one at a time.

The proposed rule would therefore prohibit access where, for example, a requestor wants to see
the cases filed on a particular day and does not know the case numbers, captions, or parties. The
requestor would not have the necessary data to submit a request that would comply with the rule,
and even if he or she did the rule would not permit the requestor to obtain more than one case at a
time. Similarly, a requestor who wanted to see all cases filed by or against a particular party and
had the name of the party would be precluded from obtaining more than a single case. (Moreover,
it is unclear how the electronic access system would determine which case to display if there was
more than a single responsive case, or whether the electronic access system could or would be
configured to recognize that a subsequent query from the same user should be answered with a
different case than that originally provided.) In addition, a requestor would not be able to search for
and retrieve cases by any criteria other than the case number, case caption, or party name. Thus,
it would be impossible to retrieve a case by, for example, the name of the judge who decided it, the

type of case, or the counsel involved.

The Report states that “[tlhe committee’s legal justification for limiting access on a case-by-case
basis has been that courts clearly have authority to place reasonable time, place, and manner
restrictions on public access so as not to interfere with the business of the court.” Report, p. 19.
However, the CTAC does not explain why providing access to multiple cases in response to a
single inquiry or permitting inquiries to employ fields other than the case number, caption, or party
would in any way interfere with the business of the courts. Given the practicalities of modern
computer databases, there is no reason to believe that it would. In fact, there is every reason to
believe that enhancing electronic access to court records will reduce the burden on court personnel
and thereby minimize interference with the business of the courts. It is difficult to imagine that a '
court's own information system would not permit its personnel to call up cases sorted by any
number of fields (a day’s, week’s or month’s filings, or by party, counsel, or judge names, etc.), and
likewise difficult to imagine why the system would not or should not perrnlt the same facility to be

shared with the public.

The Committee suggests that the problems created by the proposed rule can be overcome by
submitting multiple requests. Report, p. 19. However, unless the electronic access system is
specifically designed to recognize repeated requests from a unique user and provide a different
response (i.e., the next responsive case in a sequence), submitting multiple requests will achieve
nothing. The Committee also asserts that new cases could be identified by referring to the court’s
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register of actions. Report, p. 19. To the extent that the trial courts maintain an electronic register
of actions, and to the extent that the proposed rules require an electronic register of actions to me
made available to the public without the limitations on access imposed by the proposed rules (as
they now apparently do), this may indeed provide a solution. However, while the Superior Courts
may maintain a register of actions, they are not required to do so. See Gov't Code 698554,

The CTAC offers different justifications for the case-by-case limitation in the proposed “Advisory
Committee Comment” on proposed rule 2073(b). It asserts that the case-by-case limitation is
“consistent with the procedures courts employ for requests for access to paper files; i.e., courts
make- paper files available upon request, one file at a time, to individuals who ask for a particular
file.” Report, p. 28. However, the fact that this may be the manner in which access is typically
provided does not mean that it is the only manner in which access is provided. For example, trial
courts in California have traditionally provided access to all new cases filed each day without
demanding that the requestor identify the case by number, caption, or party name, and without
insisting that the requestor can review only one case at a time. In addition, members of the public
and the media have generally been permitted to obtain and review multiple case files at the same

time.

The proposed Advisory Committee Comment also asserts that the case-by-case limitation is
necessary to address the court of appeal’s decision in Westbrook v. County of Los Angeles, 27 Cal.
App. 4th 1157 (1994). Report, pp. 28-29. Westbrook addressed a request by a commercial
information provider for the regular periodic delivery of computer tapes containing Los Angeles
‘Municipal Court's compilation of information regarding criminal defendants, and held that the
requester was not entitled to such tapes. The viability of the Westbrook decision is questionable,
however, for several reasons. First, it failed even to consider the well-developed body of law
establishing the constitutional right of access to court records under both the First Amendment and
the California Constitution, and thus failed to apply the correct standard in determining whether
access should be granted to the information sought in that case. Westbrook held, in essence, that
court records can be withheld whenever there is “a countervailing public policy.” /d., at 163-64. As
discussed above, that is not the standard that governs access to court records. Second, to the
extent that the Westbrook decision could be deemed to establish any valid precedent with respect
to public access to court records, it has clearly been superseded by the California Supreme Court's
decision in NBC Subsidiary, 20 Cal. 4th 1178. Finally, it is important to recognize that the
information at issue in the Westbrook case was not ordinary court records of individual cases, but
rather a court-created compilation of many categories of data, sometimes obtained from multiple
cases. Westbrook, 27 Cal. App. 4th at 160-61. As the Westbrook court itself emphasized, “[t]his
information goes far beyond that which would routinely be found in a minute order, court file or the
public index of criminal cases . .. ." [d., at 161. Ultimately, then, this case also fails to support the
imposition of restrictions on electronic access to ordinary court records.’

The Report further states that the “committee was quite concerned by the problem Mr. Rumble
faced in his court [the Superior Court of Santa Clara County]—how to respond to a media request
for the court’s entire database, which includes confidential information to which the public does not

; It should be noted that the Los Angeles County Superior Court subsequently adopted a policy of
selling civil case management information to information providers like Westbrook.
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have a right of access.” Report, p. 19. The Committee expressed the concern that “[ijn order to
comply with such a request, it would be necessary for court personnel to carefully review each
record in the database and redact all confidential information from the records—a costly, time-
consuming, and perhaps impossible task.” Report, p. 19. The CTAC apparently concluded that the
case-by-case limitation was necessary to ensure that no trial court would be required or permitted

to comply with such a request.

However, the Committee’s pragmatic concerns do not justify the restrictions it has proposed. The
request directed to the Santa Clara Superior Court, to which the comments of Mr. Rumble and the
CTAC pertain, was made by the San Jose Mercury News, Inc., and did not seek access to “the
court's entire database,” nor to a database containing the actual content of any court filing. Rather,
the request was only for access to the Superior Court’s civil case management database, which
consists exclusively of case history information regarding civil cases that has long been available to
the public both though computer terminals in the courthouse and through printed case dockets

provided by the court clerks.

Furthermore, this database contains little if any confidential information. The only possible
exception would be information pertaining to cases which by law are required to be sealed in their
entirety, so that even the identity of the parties is not made public. Adoptions and perhaps a few
other civil cases may fall into this category. There is little foundation for any concern that public
access to the Santa Clara Superior Court database would present any issues of privacy or
confidentiality, given that the public had access to the database through computers located in the
courthouse for many years. Moreover, even if redaction of a few cases from the database were
necessary, it does not follow that access to the entire database must be denied. An alternative
solution that would eliminate any burden on the courts—and that would better comply with the
mandates of the First Amendment and California law—would be to require the requestor to pay for
the cost of automated redaction of any categories of cases in which access to ordinary docket
information might disclose information required to be kept confidential as a matter of law. (It should
be noted that this is precisely what the San Jose Mercury News offered to do.)

Looking forward, even this process of retroactive redaction would not be necessary with regard to
databases of information generated in the future. Rather, with some planning it would be relatively
simple to incorporate into the data entry process or the database software a system for
automatically restricting public access to any confidential information. For example, every new
case filed in the Superior Courts is required to be accompanied by a civil case cover sheet, which
identifies among other things the case type. Cases of a type in which information required to be
kept confidential will necessarily be provided to the court can simply be coded in a manner such
that, by automatic operation of the database software, confidential information will not be made
public. Similarly, requests such as that of the Mercury News—which are motivated primarily by the
desire to search the courts’ case histories using data fields other than or in addition to case number,
caption, or party name, and to identify all cases responsive to each search—could be readily
accommodated without disclosure of any confidential information. In addition, if the electronic
access system configured to permit all responsive cases to be displayed in response to a search
employing any available data field (i.e., if the system were not restricted to searches using case
number, caption, or party names), the need for copying a court database would be largely if not

entirely eliminated.
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Finally, it must be emphasized that court records are not exempt from constitutional and common
law mandates of public access simply because they are maintained in electronic rather than paper
form. Those mandates require that any restrictions on public access to court records that exist only
in electronic form must meet the same stringent requirements that limitations on access to
traditional paper records must meet. Court records subject to the public's right of access may not
be sealed unless a court expressly finds that “(i} there exists an overriding interest supporting
closure and/or sealing; (i) there is a substantial probability that the interest will be prejudiced absent
closure and/or sealing; (iii) the proposed closure and/or sealing is narrowly tailored to serve the
overriding interest; and (iv) there is no less restrictive means of achieving the overriding interest.”
NBC Subsidiary, 20 Cal. 4th at 1217-18. See also California Rules of Court 243.1 et seq. There is
no justification for imposing a different standard when the public or the press seek access to an
electronic database of court records rather than a single file, and the restrictions imposed by
proposed rule 2073(b) simply do not satisfy this standard.

Categorical Exemptions from Remote Access.

Third, the Judicial Council should carefully consider the CTAC's recommendation that broad
categories of cases be exempted from remote electronic access, and in particular the exclusion of
any form of remote access to criminal cases. The CTAC states that its exclusion of the enumerated
categories of cases is based on “the sensitive nature of the information that parties are required to
provide in them.” Report, p. 21. However, the public benefits to be derived from removing barriers
to access to information about criminal proceedings clearly outweigh any competing privacy
concerns. The courts have consistently recognized that crimes and those who commit them are
legitimate subjects of public interest, and therefore that the subjects of criminal proceedings have
substantially reduced privacy interests. See, e.g., Kapellas v. Kofman, 1 Cal. 3d 20, 38 (1969)
(“Newspapers have traditionally reported arrests or other incidents involving suspected criminal

“activity, and courts have universally concluded that such events are newsworthy matters of which
the public has the right to be informed.”). Furthermore, broad public access to information about
public proceedings is necessary to promote the “community therapeutic value’ of openness.”
Press-Enterprise Il, 478 U.S. at 13. “Criminal acts, especially certain violent crimes, provoke public
concern, outrage, and hostility. ‘When the public is aware that the law is being enforced and the
criminal justice system is functioning, an outlet is provided for these understandable reactions and
emotions.” /d. Moreover, criminal cases typically involve fewer records containing less factual
detail (with the exception of reporters’ transcripts, which are apparently exempted from the
electronic access rules). To the extent that sensitive victim or witness information is contained in
court records—which should by no means be presumed—the courts have the power and the
opportunity to prevent public access to such information by sealing it. If there is a sound basis for
keeping such information from the public, then it can and should be sealed. If not, there is no
sound reason for permitting it to be disclosed to anyone who is willing to go to the courthouse while
denying it to those who establish accounts permitting them to obtain remote access.

Finally, we refer the Judicial Council to our previous comments. The CTAC has declined to address
a number of other problematic aspects of the proposed rules, and its summary of our comments on
those issues is by no means comprehensive. We therefore respectfully request that the Judicial
Council consider our previous comments on the proposed rules, and request that revisions to the
proposed rules be made to address those comments. :
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It is difficult to free ourselves from an understanding of access to court records that is based on
tradition, that is, on the way in which the courts have in the past provided the public with access to
paper court records. However, in order to establish functional rules that preserve and promote the
values served by public access to the courts, we have to project those rules into a future in which
electronic access is the dominant means of public access to court records. These rules will
therefore become not a mere adjunct to the traditional means of access, but the governing
principles of public access to all court records. We therefore ask that the Judicial Council consider
the proposed rules with the greatest care and deliberation, and ensure that they will protect and
promote the public access to the courts that has been a bulwark of public discourse and democracy

since the foundation of this country.

We very much appreciate the Judicial Council’s careful attention to these rules, which are of
profound importance to the media and the public. We also appreciate the Council’s consideration

of our comments.
Sincerely,

Gray Cary Ware & Freidenrich LLp

//WZ(
o M. Cha S
‘jchadwick@gr; yc
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